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A few facts/ Food for thought Xlerostost,m

Agile development adoption accelerates, however testing not
fully adopted as a central component of the methodology

Majority of software engineering (50%+) follow the traditional
waterfall model: tests come last

Analysis on embedded systems outlined 40% of the bugs found
in the field originated from untested “error” paths
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Cost of Traditional Testing Approach XloossTost, .

Cost to find/fix defect during integration/system test is 15-90x higher
than during design/coding

Cost to find/fix defects at customer sites is an order of magnitude
higher than system testing

White box testing Framework System

Testing
. Integration

Testing w_ Cost to find & fix

defect
Unit Testing

Code inspection
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Device Software Development Time & Costs XorossTest,

50% 50%

Product
Release

Requirements
Analysis &
Definition

S jare Design

&Coding Software Testing

Current Industry Testing Techniques

Hand written Static analysis Code coverage

testing routines tools tools

“Software testing remains a major bottleneck for
the release of new devices”
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How to change the rules of the game for testing

Processes

Introduce testing earlier in
the development cycle
through white-box testing

Focus on dynamic testing

Product

X/ CrossTest, Inc.

Make testing possible when
code is in an “incomplete”
stage

4

Easy to use with very fast
ramp up

~

- )
Find the best trade-off
between exploratory and
regression testing
. J

Run tests on host, simulator
and target devices

Slide: 5

Adapt to software lifecycle
( automated test updates
when new releases are
delivered)

4

for automated testing

Offer a complete environment
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Fully Integrated Testing Platform Neossrest, e

* Key components:

Altgrnziiac AUtomated Avtomated

Tagi ljest: Test
Creation Execution Reporting

* Unique features:
— Source code ingestion and analysis
— Modularity of the “perimeter” under test
— Permanent synchronization between tests and source code

* Target users:
— Developers starting very early in the testing of the code
— Testers for unit, integration and regression testing

Slide: 6 CrossTest Inc. - Confidential



Highly Automated Testing Platform XlorssTost, .

Autornziz - Test cases are automatically generated
Tasi - No test code needs to be hand-written
Crazjijor]
- Build, download, and run process is fully automated
AUtomated - Tests can be run on virtual platform (simulation), then on
Test target device (real deployment)
Execution
- Test results are produced and checked
AUTomates -HTML reports (pass/fail, code coverage, % at function or
Test line of code level, etc)
Reporting

- Exported XML test files can be shared between users

Atz

lest -Tests are kept in sync w/ source code changes
| VIEEEEENTE - Tests impacted by code modifications are flagged and rerun
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Dynamic Testing NlerossTost, .

 The possibilities:

— Source code is executed on host system or target device

— Large coarse or very granular settings for tests run

— Command line or GUI based

— Single test or batteries of regression suites

— Exports/Imports of test suites in XML format for easy re-usability

— “Snapshot” and “stubbing” as extremely powerful for code coverage
and in-depth insight of the code behavior

 Testing is performing all of the following:

— Providing software with inputs
— Executing a sub-routine or the entire application

— Monitoring software state and/or outputs for expected properties,
such as conformance to requirements, match to output values, lack
of system crashes, preservation of invariants
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White Box Testing NlerussTest o

System Level Testing White box Framework Approach
(Black Box Testing) (White Box Testing)
» Goal is to test what software does, not how » Goal is to exercise code based on
it is implemented analysis of code structure
* Emphasis is on meeting system  Tests are designed to ensure that code
requirements and overall behavior behaves as expected
NOT SUFFICIENT: NEEDED:
« Does not cover all portions of software * Enables testing of program logic and
implementation structure
« Very efficient in repetitive and systematic * Achieves superior code coverage (% of

regression testing statements and branches tested)

- Usually adopted in a waterfall development » Digs deeper at algorithmic discontinuities
cycle & branches (boundary cases and special

values get tested)

>> “White Box testing presents a required complementary
tool to traditional Black Box testing approaches”
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Functional Verification
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Caller

Functions

A

Inputs <

[single,

list,

range,
random,
boundary,
expression,

]

Function (s)
Under Test

v

v

»

P

Global Data

v

} Outputs

X/Cross Inc.

[single,

Return set,

range,
expression,

]

Called
Functions
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Coverage-Driven Verification NorossTest, e

A white box framework must provide a step-by-step
approach towards full functional and statement
coverage:

‘ Generate robustness tests based on:
— Inputs, outputs, global variables and returns’ data types
— Permutations, random values, ranges, boundary values...

‘ Run generated tests against the user’s code
‘ Measure functional and statement coverage

‘ Add functional tests to fill the coverage holes based on:

0 U — User-provided values
— Outputs of actual test run
— Function Stubs

— Function Monitors (snapshots)
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Metrics-Based Methodology XlorossTost, .

Continuous tracking of the software verification
process:

e Testing metrics are collected at all levels of abstraction:
function, file and application levels

e Metrics include test success and failure rates, functional
and statement coverage

e Results are rolled up into a dashboard to track individual
and team progress towards verification closure
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CrossTest — The User Interface

B CrossTest 3.2.2 - demo_lwip - C

Project Function Test Reports Cowverage View Help

search for: |lwip_accept IE'

Einnim

Call Trees

_msg.c
E chart lwip_strerr{err_ter

kets.c

(L intalloc_socket(struct netcann™ newco
(EL struct lwip_socket® get_socket(int <)

@ intlwip_acceptiint 5, struct sockaddr a
@ intlwip_bind(int s, struct sockaddr na
@ intlwip_closeiint 5

@ intlwip_connect(int 5, struct sockaddrs
@ intlwip_listen(int s, int backlog)

[]

|ﬁ| int lwip readfints|vnid* e intler?‘J
4 Il b

(%] ®& lwip_accept

[l = demo_lwip tests
E & sre
El- & api
=} & sockets.c
=l = twip_accept
[T wip_accept

=} [T wip_accept
=+ Stubbed Functions {nane)
= Function Maonitors (none)
[l @ 11wip_accept [11 test cases]

= Global Variahles
P int s = List(INT MIN, SHRT MIN, SCHAR_MIN,
P struct sockaddr® addr = { 0, 0, < 0, 0, 0O,
P int* addrlen = {0} | {0}
# int <Return> = 0

i Data Editor - adir
Fide Edit View Filter

CHAR MIN, -1, 0, 1, CHAR MAX, SCHi

Bpithees |10, Gl D050, 0

[elsdalal — )

ngart

Bgpected Output

[¥

“ oul_t osa len = 0

“ oud v osa family = O
char[14] sa data = “434L56%00 3000004y E |
% char =a dataf0] = 34
char sa data[i] = 56
chat sa_dataf2]
char =za data[3]
char sa data[4]
char =a_data[5]
@ char sa dataé]
chat sa data[7]
“ char =a datafé]
char sa dataf[9]
chat sn:n!m:a[lﬂ; -
char sa data[11] =
char sa data[12] =
char =za dataf13] =

o
PR T Y
N R R R "nonoa

o 98

a &

4

P uat sa lem = 0
DouE_t sa family = 0

EF % charfl4] sa data = “\34)564003%00000x| |

@ char sa data[8] = 34

“ char sa data[1] =
¥ chor sa_data[?] -
“ char =a data[i] =
¥ char sa data[4] -
char sa data[5] =
char sa data[€] =
char sa data[7] -

&

char sa data[10]
char &a data[11]
char sa data[12]
char =za data[17]

O 900 e O

56
o
3
0
o
o

1234

char =sa data[#] = 0
char ga data[?] - 0

Lilo o oo

] 1

EEEIN T R ITTRT ITY

=ErEEEE=H

0K Cancel
| AT | P irach TS0 |

| fileList:

_ C/CrossTestRCBICossTestdemo/wipisre/simhost.c

CiiCrosstest_plinaresiCrossTest\Workspacel/cfalwin_RCE_all_files_selected_w2.cfy

Log | Coverage
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Test Creation
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CrossTest — The User Interface

i CrossTest 3.2.2 - demo, Iwip - C

Project Function Test Reports Coverage View Help

seareitor: s avemt 0] Q][] [85] [ B] [ @) [][2](e][ud]

X/ CrossTest, Inc.

Call Trees

r@ sockets.c r [%] & Iwip_accept r [¥] Results |

[El demo_wip sources
B sre
=] ﬁ api

api_lib.c

api_msa.c

Elerc
B char* lwip_strerrer_t em

-] sockets.c
Q intalloc_socket{struct netconn® newco
(B} struct lwip_socket* get_socket{int 5)
@ intlwip_acceptiint 5, struct sockaddrt a
@ intlwip_bind(int 5, struct sockaddr* na
@ intlwip_close(int i

@ intlwip_connectiint 5, struct sockaddr® T

@ intlwip_listen(int =, int backlog)
@ intlwip_readiint 5, void* mem, int len)
@ intlwip_recviint 5, void* mem, int len, u
@ intlwip_recvfromiint s, vaid® mem, int|
@ intlwip_send(int 5, void* data, int size, U
@ intlwip_sendto(int s, void* data, int size
@ intlwip_socket(int domain, inttype, int
@ intlwip_write(int 5, void* data, int size)
tepip.c
+ L apps
arch
ﬁ care
[:i include
Gy netit

i [+]

[»]

Expand:| All |v| Level: |@ Function Monitor |v|

Create From: | r| Selected FMs

| Test runs

|& TestRun_2012-08-13_12:0218 - FAILED
[} ¥ lwip_accept - FAILED
[ @ lwip_accept - FAILED
[} © testcase 1- PASSED
P ints
P struct sockaddr addr
P int* addrlen
2 intReturn
[} §E) testcase 2 - FAILED
EP Test terminated by SEGFAULT (11)
P ints
P struct sockaddr addr
P int*addrlen
2 intReturn
[} © testcase 3- PASSED
P ints
P struct sockaddr addr
P int*addrlen
2 intReturn
I -} © testcase 4 - PASSED
P ints
P struct sockaddr addr
P int* addrlen

[]

@ intReturn
[} © testcase & - PASSED

[El = demao_lwip tests
[ & sre
El & api
[ = sockets.c
[ = wip_accept
[T) Iwip_accept
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P ints

P struct sockaddr® addr
P int*addrien

2 intReturn

o % L

[»

4]

CuCrossTest

AL TUDE | EDL_pHIA ES A 055 | EELY AU RS AL B SIS LW T U]E LU U 051 L0 U S pRL UMD
CiuCrossTest_plinaresiCrossTestWorkspaceiusrshadowiProject dema_lwip-187isreinetifict_ohjfepdump.o
linaresiCrossTestiWarkspace/usrshadowlProject demo_bwip-187/sreinetifict_objfloopif.a

Log | Cowverage

Test Execution
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CrossTest — The User Interface
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bl CrossTest 3.2.2 - demo_lwip - C

Project Function Test Reports Coverage WView Help

search for: |Iwip_accept |£|

TIE '/CrossTest, Inc.

Files rCaIITrees |

ik

_msg.c

B chart lwip_strerr{err_tem
ketz.c

Q intalloc_socketiztruct netconn® newecar
Q struct lwip_socket* get_socket(int )

[F] |int|wip acceptiint 5, struct sockaddr*a

@ intlwip_bindint 5, struct sockaddr® nan
@ intlwip_close(int =)

@ intlwip_connect(int 5, struct sockaddr®
@ intlwip_listen(int 5, int backlog

|ﬁ intlwlin read(ints|vuid* merr, ift lend
q] I [

[l = demo_lwip tests
El & sic
- & api
El = sockets o
[l = lwip_accept
[¥] twip_accept

|5 =) =) [ %L2][8]lug] [cc][Z] |~ @]
|r [x] & Iwip_accept r@ Resuits r@ sockets.c |
/:e s
Irr
lwip_accept(int s, struct sockaddr *addr, int *addrlen)
11>
Ll= struct lwip socket *sock:
Il> struct netconn *newconn; -
11> struct ip_addr *naddr; =
11> ulé_t port; =
11> int newsock:
11> sock = get socket(s);
11> ifisock == HULL) {
1ox return -1;
'
[1s3 newconn = netconn_ accept|sock-rcomm);
S* get the IP address and pori of the remote host #/
o= netconk peer (newconn, &hadde, sport):;
o= [ (struct sockaddr_in *)addr)->sin_addr.s_addr = naddr-xaddr;
(153 [(struct sockaddr_in *)addr)->sin port = port;
o= newsock = alloc_zocket(newconn);
o= ifinewsock == -1} {
o= netconn_delete (newconn) ; s
4] Ii | [»]
[ e D AL DAL e p e L T
| Test run for lwip_accept completed successiully on Fridul 13 14:12:50 PODT 2012 -
| Wrote L]
| 'CACrosstest_plinares\CrossTest Results\plinares\TestRun_2012-07-13_14-12-41-134221 397081 Aindex. [=
| htrml* =
Log | Coverage

Code coverage
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CrossTest — The Dashboard

{= CrossTest Code Coverage Results - Windows Internet Explorer

X/ CrossTest, Inc.

5.7 Favorites (& CrossTest Code Coverage Results

EBX

= 1 - :
| =1 4 Ig, Ci\CrossTest_plinares\CrossTest,Resultsiplinares) TestRun_2012-05-08_17-15-51- 1336522558468 | coverage coverage | 1| XK !l."

Test Run Results

Test Run Result
History

Folders

= _<root=

& ani

=a

@ arch

(= archfunix

(7= arch/unix/include
(= arch/unix/include/netif
(= archy/unix/netif

(== core

Cadll

Files

o B B e
[~ TR [ TR 1)
=

L

p=n

v e B s

i
!
(=]
=
=

|
Er

(==
o
FRA
= o

[£

Code Coverage Results

Test Run Name: TestRun_2012-05-08_17:15:51
Folder: <root>

summary
Files Total Functions Function
Functions Executed Coverage
81 283 16 5.7%
Files
Name

arch/unix/sys arch.c

oy

core/pbuf.c

core/memp.c

corefinet.c

core/mem.c

corefipvd/icmp.c

K}
i

& netif/tcpdump.c
core/sys.c

i
i,

oy

apifapi lib.c
apifapi msg.c

apiferr.c

api/scckets.c

Total
Lines

20417

I
é&h - B . | @ * Page~ Safety v Tools « @.v 4
]
Des=igned for use with CrossTest.
Host: Ipw-plinares/192.168.1.105
Total Executable Executed Line =
Lines Lines Coverage
4618 150 3.2%
Total
Total Executable Executed
Lines Lines Lines 1} Coverage
463 30 7 23.3%
602 230 52 22.6%
333 106 22 20.8%
169 34 11 20.4%
312 114 23 20.2%
205 77 15 15.5%
189 61 & 9.8%
189 82 8 9.8%
543 327 [ 1.8%
527 248 o 0.0%
62 2 o 0.0%
449 198 u] 0.0% “
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B e n Efi t S X/CrossTest, Inc.

Improve phase containment and reduce integration
and system test cycle duration

 Test before the entire SW is complete

* Find defects before integration and system test —
reduce time on bug fixing & mgmt = more time coding

* Improve test coverage & code quality

e Collaboration —sharing of tests and data
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Conclusion

@ CrossTest as an emerging technology bridging the
software testing gap between early stage

@ development and integration testing

[ Full fledged automated test framework

@ Renewed interest with agile development and
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